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Motivation – 1

• Continuous growth of:

◦ digital representation of information for more efficient and effective
processing and sharing

◦ need to cooperate and share data

◦ government and company databases

◦ user-generated content delivered through collaborative Internet

services such as YouTube, Flickr

◦ personally identifiable information collected whenever a user

creates an account, submits an application, signs up for
newsletters, participates in a survey, . . .
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Motivation – 2

• Data sharing and dissemination:

◦ provide services

◦ study trends or to make useful statistical inference

◦ share knowledge

• External data storage and computation:

◦ cost saving and service benefits

◦ higher availability and more effective disaster protection

• Need to ensure data privacy is properly protected
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Data sharing/publication – 1

• Statistical DBMSs: the DBMS responds only to statistical queries

(e.g., avg, sum, count, . . .)

• Statistical data (macrodata): release of pre-computed statistics

(e.g., count/frequency or magnitude tables)

• Microdata: individual records are released
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Data sharing/publication – 2

Need to guarantee confidentiality of sensitive information

• Identity disclosure: record in an anonymized dataset can be linked

with a respondent’s identity (problematic for microdata, less so for

macro data)

• Attribute disclosure: the value of a confidential attribute of a

respondent can be determined more accurately with access to the

released dataset

• Inferential disclosure: information can be inferred with high

confidence from statistical properties of the released data
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Macrodata vs microdata

• In the past data were mainly released in tabular form (macrodata)

and through statistical databases

• Today many situations require that microdata be released

◦ increased flexibility and availability of information for the users

• Microdata are subject to a greater risk of privacy breaches (linking

attacks)
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Anonymization

• Datasets truly anonymized are not subject to privacy regulations

• Anonymization should ensure that nobody can:

◦ single out an individual

◦ link two records in a dataset

◦ infer any information in such dataset

=⇒ removing directly identifying information is not enough
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The anonymity problem

• The amount of privately owned records that describe each

citizen’s finances, interests, and demographics is increasing every

day

• These data are de-identified before release, that is, any explicit

identifier (e.g., SSN) is removed

• De-identification is not sufficient

• Most municipalities sell population registers that include the

identities of individuals along with basic demographics

• These data can then be used for linking identities with

de-identified information =⇒re-identification
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The anonymity problem – Example

SSN Name Race DoB Sex ZIP Marital status Disease

asian 64/04/12 F 94142 divorced hypertension

asian 64/09/13 F 94141 divorced obesity

asian 64/04/15 F 94139 married chest pain

asian 63/03/13 M 94139 married obesity

asian 63/03/18 M 94139 married short breath

black 64/09/27 F 94138 single short breath

black 64/09/27 F 94139 single obesity

white 64/09/27 F 94139 single chest pain

white 64/09/27 F 94141 widow short breath

Name Address City ZIP DOB Sex Status

................ ................ ................ ........ ........ ........ ................

................ ................ ................ ........ ........ ........ ................

Sue J. Doe 900 Market St. San Francisco 94142 64/04/12 F divorced

................ ................ ................ ........ ........ ........ ................
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Classification of attributes in a microdata table

• Identifiers: attributes that uniquely identify a data subject (e.g.,

SSN uniquely identifies the person with which it is associated)

• Quasi-identifiers: attributes that, in combination, can be linked

with external information to reidentify all or some of the data

subjects to whom information refers or reduce the uncertainty over

their identities (e.g., DoB, ZIP, and Sex)

• Confidential: attributes that contain sensitive information (e.g.,

Disease)

• Non confidential: attributes that the data subjects do not consider

sensitive and whose release does not cause disclosure
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Re-identification

A study of the 2000 census data reported that the US population was

uniquely identifiable by:

• year of birth, 5-digit ZIP code: 0.2%

• year of birth, county: 0.0%

• year and month of birth, 5-digit ZIP code: 4.2%

• year and month of birth, county: 0.2%

• year, month, and day of birth, 5-digit ZIP code: 63.3%

• year, month, and day of birth, county: 14.8%
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Some microdata protection approaches

• k-anonymity: protects identity of respondents by confusing it in a

set of at least k respondents

• ℓ-diversity: builds on k-anonymity adding condition that every

computed group of respondents be associated with at least ℓ

diverse occurrences of sensitive attributes

• t-closeness: builds on k-anonymity adding condition that

distribution of sensitive attributes in every computed group of

respondents be close to the one to be expected

• differential privacy: no respondent should make a difference on

the result (adds noise to data)

• . . .
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k-Anonymity

Captures the following requirement:

• the released data should be indistinguishably related to no less

than a certain number of respondents

Translating it to:

• each release of data must be such that every combination of

values of quasi-identifiers can be indistinctly matched to at least k

respondents

• publish only truthful information

• it guarantees so by generalizing (i.e., publishing at a lower level of

detail) or suppressing quasi-identifying values
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2-anonymized quasi-identifiers – Example

Race DOB Sex ZIP

asian 64/04/12 F 94142
asian 64/09/13 F 94141
asian 64/04/15 F 94139
asian 63/03/13 M 94139
asian 63/03/18 M 94139
black 64/09/27 F 94138
black 64/09/27 F 94139
white 64/09/27 F 94139
white 64/09/27 F 94141

Race DOB Sex ZIP

asian 64/04 F 941**

asian 64/04 F 941**
asian 63/03 M 941**
asian 63/03 M 941**
black 64/09 F 941**
black 64/09 F 941**
white 64/09 F 941**
white 64/09 F 941**
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ℓ-Diversity

k-anonymity protects only identities, not the association with sensitive

attributes, vulnerable to:

• homogeneity attacks: all respondents in a group have the same

value for sensitive attributes

• background knowledge attacks: observers can rule out some

possible associations based on other knowledge

Race DOB Sex ZIP Disease

. . . . . . . . . . . . . . .

black 64 F 941** short breath

black 64 F 941** short breath

. . . . . . . . . . . . . . .

ℓ-diversity: every group should contain at least ℓ well represented

values
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t-closeness

ℓ-diversity does not consider semantics and distribution of sensitive

values

• skewness attacks: distribution of sensitive values in a group is

different wrt the one of original population (e.g., 75% diabetes

against 25%)

• similarity attacks: even if different, some values may be

semantically similar (e.g., stomach ulcer and gastritis)

t-closeness: every group should have a distribution of sensitive values

close to the distribution of the whole original population
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Differential privacy

• Considers release/query of aggregate data

• Protects privacy by ensuring that no single person’s inclusion or

exclusion from the database can significantly affect the results of

queries

• Provides privacy by adding noise

◦ Difficult trade-off between privacy and utility
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Anonymization is a complex problem . . .

• Actions/logs can help re-identification

• Even pseudonyms can expose users

◦ AOL: queries and pseudonyms

◦ Netflix: linking to IMDb and

pseudonyms

• Multiple sources

• Multiple releases
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AOL data release – 1

• In 2006, AOL publicly posted to a

website 20 million search queries for

650,000 users of AOL’s search engine

summarizing three months of activity

• AOL replaced identifying information

(e.g., AOL username, IP address) with

unique identification numbers (this

made searches by the same user

linkable)

• User 4417749:

◦ “numb fingers”, “60 single men”,

“dog that urinates on everything”,

“landscapers in Lilburn, Ga”,

“Arnold” (several people with this

last name)

Thelma Arnold, a 62-year-old widow who

lives in Lilburn, Ga
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AOL data release – 2

What about user 17556639?

• how to kill your wife

• how to kill your wife

• wife killer

• how to kill a wife

• poop

• dead people

• pictures of dead people

• killed people

• dead pictures

• dead pictures

• dead pictures

• murder photo

• steak and cheese

• photo of death

• photo of death

• death

• dead people photos

• photo of dead people

• www.murderdpeople.com

• decapatated photos

• decapatated photos

• car crashes3

• car crashes3

• car crash photo
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Netflix

• Only a sample of the movie ratings

database was released

• Some ratings were perturbed (but not

much to not alter statistics)

• Identifying information (e.g., username)

was removed, but a unique user

identifier was assigned

• De-identified Netflix data can be

re-identified by linking with external

sources (e.g., user ratings from IMDb

users)

Movies may reveal your political orientation,

religious views, or sexual orientation
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JetBlue

• In 2003, JetBlue Airways Corporation

gave the travel records of five million

customers to Torch Concepts (a

private DoD contractor) for an

antiterrorism study to track high-risk

passengers or suspected terrorists

• Torch Concepts purchased additional

customer demographic information

(e.g., SSN) about these passengers

from Axciom, one of the largest data

aggregation companies in the U.S.

• The information from JetBlue and

Axciom was then used by Torch

Concepts to develop passenger

profiles

• Claims of violation of JetBlue Privacy

Policy
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Privacy and genomic data

The 1000 Genomes Project: international

project (2008) to establish a catalogue of hu-

man genetic variation

• Five men involved in both the 1000

Genomes Project and a project that

studied Mormon families from Utah were

re-identified

◦ their identities were determined

◦ identities of their male and

female relatives were also

discovered

◦ attack exploited haplotypes of

short tandem repeats on the
donor’s Y chromosome
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The Target Case

• Target assigns every customer a

Guest ID number

• Analysts at Target identified 25

products that assign each shopper a

pregnancy prediction score

◦ woman, 23 y.o., buying in

March cocoa-butter lotion, a
purse large enough to double

as a diaper bag, zinc and

magnesium supplements
and a bright blue rug

⇒ 87% due late August
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Social networks

• People tend to connect with others

with similar interests / activities /

experiences . . .

• What one discloses exposes not only

him/her but also others

◦ a study in 2009 on 1,500

Facebook users showed that
homosexual men have more

homosexual friends than

heterosexual men
◦ tool to automatically predict

the sexual orientation of

Facebook users (not
indicating it) based on their

friends’ orientations
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Conclusions

• Sharing and easy access to information provides great benefits

• Need to ensure privacy of sensitive information is properly

protected

• Problem is complex and needs to be handled with care
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